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About me...

Maged Khalil © Continental AG 5

My roles are…

I started working for Continental in…

April 2016 (Lead Architect for AD)

Principal Expert Mobility Systems Architectures

Head of “Systems Engineering for SDV” Dept.

Model-Based Systems Engineering (MBSE) Expert, Qualification Definer & Trainer

In-House Consultant on (System of) Systems Engineering 

PC-member Systems Engineering Qualification program + Global Conference @Continental

My background is..

I started working in the Automotive Industry in…

2005 (dSPACE, BHTC, Ford, ZF)

M.Eng. Mechatronics, B.Sc. Elec. Engineering

15+ years Automotive Systems & Safety Engineering (Aut. Dr./ADAS, Hybrid Drives, Climate Control, Steering)

5 years Applied Research in MBSE, Domain-adequate Architectures, Design Patterns, Reuse, Safety-critical development, DSLs/ADLs

Doctoral work on model-based reuse of safety-critical solutions (Hopefully done before 2050!)

December 6, 2023
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Topics
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Drivers for change

Technology Trends

Continental’s Software-Defined-Vehicle Offerings

Impact on Engineering

About the modeling

Looking to the future..

December 6, 2023
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Drivers for change

Maged Khalil © Continental AG December 6, 2023
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The “Revolution” of Automotive Industry
Automotive megatrends
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Sources: Forbes, Deloitte

HAREDS

ONNECTEDC

LECTRICE

UTONOMOUSA

Autonomous miles

driven in US: 13%

2030

There will be 700 million 

connected cars

2030

600 new electric

models

2024

Shared mobility at

~80% of miles driven

2040

December 6, 2023
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Software Defined Vehicle
New value streams across lifecycle
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Up2now

Value per vehicle1

Complexity & 

functional growth

Integration

Electronics & Software

Software

maintenance

Vehicle end of lifeVehicle purchased

Going forward

1 Not to scale; for illustrative purposes only
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Vehicle Business Transformation
Change of Perspective
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Future Markets

CAR Cloud

Platform

Services
Payment

Work

Health

Entertainment

Smart Home

Communication

Mobility

Service

After Market

Financing

Internet Connectivity
Traditional Automotive

December 6, 2023
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Technology Trends

December 6, 2023
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Vehicle Architecture Transformation
Scalable Compute Platforms – Enabler for Smart IoT Mobility
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Distributed Domain-Centralized Scalable Compute Platform

S

A

S

A

S

Network

ECU

SW

Functions

Network

Config

AS

BodyCockpitSafety & MotionADAS

HPC

S A

S A ECUZone Service Layer

Signal Layer

(Legacy)

Up2now
Going forward
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MDENet Symposium 2023 Public

Architecture Trends 
A radical shift in the automotive industry

13

*HPC = High Performance Computer (Server), *I/O = Input/output, *ECU = Electronic Control Unit

Reduce total vehicle system cost (wiring harness)

Manage complexity (less ECU*s)

Enable “plug&play” & re-use

Optimize power & signal management 

Decoupling software from hardware

Update & upgrade → Digital lifecycle management 

Agile development → Improved time-to-market

Cross-domain functional building-blocks

Compute centralization

Zonal I/O* approach

Distributed

Architecture

Central HPC 

HPC

…

HPC HPC

HPCs* 

(domain, x-domain)

HPC

Maged Khalil © Continental AG December 6, 2023
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Vehicle Architecture Transformation
Scalable Compute Platforms – Enabler for Smart IoT Mobility

Maged Khalil © Continental AG 14

Offboard 
Computing 

in Cloud

Intelligent Antenna 

Module

Zone 

Control 

Unit

Zone Control 

Unit

SCP

Zone 

Control 

Unit

Zone 

Control 

Unit

Zone 

Control 

Unit

Zone Control 

Unit
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Towards IoT Ecosystem Integration
From domains to function & service orientation

Maged Khalil © Continental AG 15

Up2now
Going forward

Domain-oriented Feature-driven & Service-oriented

Interior 

Cockpit / 

HMI

Body & 

Comfort

ADAS Safety / 

Motion

…

Appl. Appl. Appl. Appl. Appl.

SW / 

OS

SW / 

OS

SW / 

OS

SW / 

OS

SW / 

OS

HW HW HW HW HW

... ... ... ... ...

Horizontal Integration
synergies, reuse and maturity/quality

Vertical 

Integration
full solution/ 

stack that 

OEM can 

leverage

December 6, 2023
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The Hardware Challenge
Performance boost on component side 2018 vs. 2026

16

CPU Performance
increase > 15x

2018 2026

Graphics Performance
increase > 10x

2018 2026

Connectivity / 

In-vehicle Network
increase > 10x

2018 2026

SoC Power Dissipation
increase > 10x

20262018
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Memory Size
increase > 8x

2018 2026

LPDDR5 is 

knocking on 

the door

4 GB

1600 

MHz

3
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F

i 
6

*CPU = Central Processing Unit, SoC = System on Chip 
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Continental: First Tier 1 to Launch HPC
An entirely new dimension of complexity

17

Introduction of server-based architecture, 

one powerful HPC1 replaces several ECUs 

Agile approach with continuous 

customer communication

High-Performance Computer (“ICAS 1”2) for VW MEB Platform (SOP 2019)

Links to other 

ECUs3

68

Protocol messages

in the vehicle

>30.000 19

Companies working

on the software for a 

single ECU

Stakeholder 

requirements

> 70,000

3rd party

applications

40

1HPC: High-Performance Computer, 2 ICAS: InCar Application Server, 3 ECU: Electronic Control Unit

Maged Khalil © Continental AG December 6, 2023
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Impact on Engineering

December 6, 2023
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The Software Defined Vehicle
Primary characteristics

Maged Khalil © Continental AG 19

Service-

Oriented 

Architecture
Reduce test effort 

and time on the 

road by >50% Virtual 

development
New platform SOP < 1 year

New vehicle SOP < 2 months

Shorter 

time to market

New 

business 

models

(HW / SW / Services until EOL)

Digital Lifecycle

RFQ SOP EOP EOL

Software as a Product, or 

Service (SaaS) business models

Continuous field data 

inflow to improve 

experience, performance 

& dependability

Data-driven 

development

“Code to road” 

within 1 day

Shorter 

development, 

test and 

integration 

cycles

Open 

architecture 

for 3rd party 

software

Software 

separation 

from hardware

Scalable Compute Platform Cloud

Functions / Applications

Digital Twin

Cloud Services

Predictive 

Maintenance

Automotive SW Platform

Continental HPC Platform Data Center

10101
0100

10101
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Software Defined Vehicle
Facing numerous challenges

Maged Khalil © Continental AG 20

> 100 microcontrollers > 10 displays Hundreds of sensors

1,995 kg 4 OS 250 km/h1

1 microprocessor 1 display 7 sensors

0.174 kg 1 OS 0 km/h

P

Automotive OSVarious OS
P

A

OS

Faulty software is annoying Faulty software can be fatal

1 Reference vehicle: German premium class vehicle in 2020

December 6, 2023
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The Evolution of Products – The Civilization Builder Analogy

Maged Khalil © Continental AG 21

Image based on Wardley Evolution Maps by Simon Wardley 2015

Town Planners

Settlers

Pioneers
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u
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20 Years of Automotive Software & Systems History

Maged Khalil © Continental AG 22

Systems Guys trying to 

understand the product

Too little Systems Engineering

Software Guys defining 

architecture bottoms-up

December 6, 2023
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20 Years of Automotive Software & Systems History

Maged Khalil © Continental AG 23

Software Guys 

with actual code

Systems Guys trying to 

understand the product

Too much Systems Engineering Too little Systems Engineering

Systems Guys with nice 

architecture models

Software Guys defining 

architecture bottoms-up

vs

December 6, 2023
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Is the gap only in our heads?

Maged Khalil © Continental AG 24

Upper Level 

Subsystem

System

Lower Level 

Subsystem

Component

Systems and SW Engineering 

ISO 15288

Systems and SW Engineering 

ISO 15288

Systems and SW Engineering 

ISO 15288

Domain Engineering 

Software ISO 12207:2017

Process Reference Model (PRM)

Upper Level 

Subsystem

System

Lower Level 

Subsystem

Component

Systems and SW Engineering 

ISO 12207:2017

Systems and SW Engineering 

ISO 12207:2017

Systems and SW Engineering 

ISO 12207:2017

Domain Engineering 

Software ISO 12207:2017

Process Reference Model (PRM)

ISO15288 ISO12207 (2017)

vs
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Product & Organization Maturity vs. Reuse & Synergy Effects

Maged Khalil © Continental AG 25

SOP

Product

Platform Program

Effort & Feedback

Town Planners

Settlers

Pioneers

U
b

iq
u

it
y

Certainty
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Where are we now? It’s not just processes or technologies

Maged Khalil © Continental AG 26

From “Cloud Native Transformation”

Copyright Container Solutions 2019

Digital 

Transformation

Cloud Native

Technologies

December 6, 2023
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The evolution of the “System” – where we come from
Traditional Automotive system product

27

What the customer

wants and expects

What Continental

designs and develops
What Continental delivers

Some end-user 

needs and many 

customer-specific 

requirements

1 “Function”1:1 1:1
1 System Product 

(SW + HW) “Box”

Local “per individual Function” optimization driven by Domain competence.
December 6, 2023Maged Khalil © Continental AG
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The evolution of the “System” – where we are
Current & future System Products

Maged Khalil © Continental AG 28

m:n k:p

Feature 1

Feature 2

Feature 3

Feature 4*

Feature m

Feature 5
…

Selected set

of features
Developed in 

different ways

Customized

Common

Service

Deployed over 

several units

HPC X

Sensor 1

HPC Y

Sensor 2 Sensor n

What the customer

wants and expects

What Continental

designs and develops
What Continental delivers

Domain

ECU 1

Domain 

ECU 2

Actuator 1 Actuator 2 Actuator n

Z(one) Controller

Gateway

Many “Systems” co-exist and collaborate.
December 6, 2023
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The evolution of the “System” – where we are going
Current & future System Products
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m:n k:p

Feature 1

Feature 2

Feature 3

Feature 4*

Feature m

Feature 5
…

Selected set

of features
Developed in 

a collaborative way

Customized

Common

Service

Deployed over 

several units

HPC X

Sensor 1

HPC Y

Sensor 2 Sensor n

What the customer

wants and expects

What Continental

designs and develops
What Continental delivers

Domain

ECU 1

Domain 

ECU 2

Actuator 1 Actuator 2 Actuator n

Z(one) Controller

Gateway

Global “Vehicle/Platform” optimization driven by Systems competence.
December 6, 2023
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The evolution of the “System” – where we need to go
Automotive Product Landscape – Fundamental capabilities enabling many “Systems”

Maged Khalil © Continental AG 30

Source: BCG 2022

Automotive “Systems” combine capabilities to create value.
December 6, 2023
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Continental’s 

Software-Defined-Vehicle 

Offerings

December 6, 2023
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Gartner Report:

Continental in 

top 6 companies in

“Software Defined 

Vehicle” space

December 6, 2023



MDENet Symposium 2023 Public

SDV enabler: Continental Automotive Edge Framework
HPC ecosystem that goes beyond the component 

Maged Khalil © Continental AG 33

* µP = Micro-Processor, SoC = System on Chip, SoM = System on Module, CI/CD: Continuous Integration / Continuous Deployment

Toolchain API

Toolchain CI / CD* SW Distribution Collaboration Monitoring Analytics
DevOps 

Workbench

High-Performance Computer 

X-Domain Functions / Applications 

Body Cockpit AD
Safety/

Motion

Automotive HPC HW 

Hardware API

Automotive HPC SW

Platform Services

Simulation & Validation Services

Core SW / OS

Edge EnablerMiddleware

Cloud 

Digital Twin Predictive Maintenance

Cloud Services

Data Center Cloud / On Premise

Vehicle Infrastructure Sensors Zones / ECUs Actuators

In
te

g
ra

tio
n

Vehicle API

Middleware API
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Continental Automotive Edge Framework for SDVs
Bottom line and benefits

34

With CAEdge you can:

… all while sitting at your desk!

Validate your architecture before you build physical vehicles

Run a new function within 1 day in any physical car at anytime

Drive 1 Mio km in simulation at your desk in 1 day

Share the same target hardware for all developers worldwide instantly

Simplify and accelerate

Development of

Vehicle software

Continental Automotive Edge (CAEdge) FRAMEWORK

Maged Khalil © Continental AG December 6, 2023
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IoT Ecosystem Architecture Transformation
Evolution Towards Data Driven Ecosystem

Maged Khalil © Continental AG 35

6

5

4

Model training

Simulation

Validation

Optimize Algorithm

Test optimized 

algorithm

REAL WORLD VIRTUAL WORLD

Cloud Server

3

Analyze and 

upload data

Data Selection & 

Aggregation

1

2

Update Software

Drive vehicle,

collect data

Deployment

Data acquisition

Embedded Target

Silent testing

5G
Validate with test data

Similar to Target

Data 
Factory: 

Vehicle test 
data

(> 10 mio km)

Algorithm 

Quality / KPI
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Software Defined Vehicle 
OEM benefits 

Maged Khalil © Continental AG 36

Functions can evolve and improve over lifetime and functions can be 

added through software

Sell new functions to end customers and enables new business models 

(function, service, data)

Use the same functions over vehicle car lines and brands

Edge computing is well-established and highly capable cloud 

technologies are (re-)used in automotive

Enables Data driven engineering

(with big data loop)

December 6, 2023
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Software Defined Vehicle 
Customer benefits 

Maged Khalil © Continental AG 37

Customization: Drivers can personalize their driving experience by 

configuring vehicle settings, performance characteristics, infotainment 

preferences, and others through software updates.

Software Updates: SDVs receive regular over-the-air (OTA) software 

updates that can improve performance, introduce new features, and 

enhance cybersecurity. 

Improved Efficiency: SDVs can optimize energy usage and power 

distribution through software control, resulting in extended range in 

electric vehicles, or better fuel economy in ICEs.

Remote Diagnostics: Reducing the need for in-person service 

appointments and minimizing downtime. This can lead to increased 

vehicle reliability and convenience for drivers.

Improved Resale Value: Vehicles with up-to-date software and advanced 

features tend to retain their value better in the used car market

Overall, software-defined vehicles offer 

drivers greater control, safety, convenience, 

and the potential for ongoing 

improvements through software updates

December 6, 2023
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Initiatives, Standards and Associations
Standards are mandatory to manage complexity

Maged Khalil © Continental AG 38

Toolchain CI / CD* SW Distribution Collaboration Monitoring Analytics

Toolchain API

DevOps 

Workbench

High-Performance Computer

Functions / Applications 

Body Cockpit
AD/

ADAS

Safety/

Motion

Automotive HPC SW 

Automotive HPC HW
Hardware API

Cloud 

Digital Twin Predictive Maintenance

Cloud Services

Data 

Center
Cloud / On Premise

Vehicle Infrastructure Sensors Zones / ECUs Actuators

Platform Services

Simulation & Validation 

ServicesCore SW / OS

Edge EnablerMiddleware

Middleware API

Vehicle API

AUTOSAR

Develop and establish standardized SW framework and open E/E system 

architecture

Our Goal:
› Influence further development of Autosar to optimize the benefit of all industry 

partners

SOAFEE

Cloud-native architecture enhanced for mixed-criticality automotive 

applications; building on technologies which define standard boot and 

security requirements for Arm architecture

Our Goal:
› Apply cloud-native concepts to achieve parity of SW between cloud and 

vehicle.

Eclipse SDV

Open technology platform for the SW defined vehicle of the future; 

using open source and open specifications

Our Goal:

› x-industry compatibility for key interfaces (Toolchain, Vehicle API, Middleware) 

across the full scope of the SDV

› Continental has contributed eCALTM (enhanced Communication 

Abstraction Layer)

December 6, 2023
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About the modeling

December 6, 2023
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Maturity Shift-Left with CAEdge for the SDV
Traditional Development Approach

Maged Khalil © Continental AG 40

Parallel Development Streams

Veh. Arch. “Concept” Correction/Refinement Final Adjustments

HW (Sample) 

Component AvailabilityHW “Selection”

SW Application Dev. Timeline

Vehicle Function Maturity

Risk
Maturity

December 6, 2023
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Maturity Shift-Left with CAEdge for the SDV
Leveraging data, models and cloud-enabled virtualization

Maged Khalil © Continental AG 41

Coupled Development Streams

Veh. Arch. “Concept”

HW (Sample) 

Component AvailabilityHW “Selection”

Vehicle Function Maturity

Risk > “shift left”

Maturity > “shift up”

Early Veh. Arch. 

Concept Validation 
Virtual ECU

Derived Virtual Car Testing

Immediate Start of SW Application Dev. in the cloud

Shorter development cycle

SW / feature updates / maintenance

December 6, 2023
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Systems Engineering at Continental
Systems Design Flow overview – Separation of Concerns via System Views

Maged Khalil © Continental AG 42

Order of Completion

December 6, 2023
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Systems Engineering at Continental
Systems Design Flow overview – Separation of Concerns

Maged Khalil © Continental AG 43

What the customer

wants & expects
What Continental designs & develops

What Continental

delivers

December 6, 2023
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Systems Engineering at Continental 
System Abstraction and Hierarchy Levels – Divide & Conquer

Maged Khalil © Continental AG 44

Products (and their requested Capabilities) exist at multiple hierarchy levels

Abstraction Layers Hierarchy Levels
…define applicable processes & method(s) …define system integration steps

L-E

L-V

L-VS

L-SP

L-PC

Environment of Vehicle

Vehicle

(in) Vehicle System

System Product

Product Component

AD Control Unit
„System Level“

Its Elements

Autonomous Driving 
„System Level“

Its Elements

Self-Driving Car
„System Level“

Its Elements

…

Cooperative Driving 
„System Level“

Its Elements

December 6, 2023
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Systems Engineering at Continental 
Extending the taxonomy to structure new mobility solutions

Maged Khalil © Continental AG 45December 6, 2023
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Scaling Systems Modelling vs. Increased parity simulations
Balancing ROI with growing availability of Digital Twins

Maged Khalil © Continental AG 46December 6, 2023
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Scaling Systems Modelling vs. Increased parity simulations
Balancing ROI with growing availability of Digital Twins
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Scaling Systems Modelling vs. Increased parity simulations
Balancing ROI with growing availability of Digital Twins
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Scaling Systems Modelling vs. Increased parity simulations
Balancing ROI with growing availability of Digital Twins

Maged Khalil © Continental AG 49

How much Systems Modelling do we need for the Software-Defined Vehicle?

December 6, 2023
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Scaling Systems Modelling vs. Increased parity simulations
Balancing ROI with growing availability of Digital Twins

Maged Khalil © Continental AG 50

• Highest useful impact 

• creating common understanding for target systems

• enabling discussions with customers in their own language

• Long term Stability

• Fewer changes

• Largest gap in systems understanding

• Large commonality across domains

• Higher reusability

• …

How much Systems Modelling do we need for the Software-Defined Vehicle?

December 6, 2023
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Maturity Shift-Left with CAEdge for the SDV
Leveraging data, models and cloud-enabled virtualization

Maged Khalil © Continental AG 51

Coupled Development Streams

Veh. Arch. “Concept”

HW (Sample) 

Component AvailabilityHW “Selection”

Vehicle Function Maturity

Risk > “shift left”

Maturity > “shift up”

Early Veh. Arch. 

Concept Validation 
Virtual ECU

Derived Virtual Car Testing

Immediate Start of SW Application Dev. in the cloud

Shorter development cycle

SW / feature updates / maintenance

December 6, 2023
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System Reference Solutions Pipeline
Frontloading maturity with Models/Simulation-enabled Shift-Left

Maged Khalil © Continental AG 52

Design Space Exploration:

Analysis & Design Validation of 

Vehicle Architecture Concepts

Virtual Car Dev. Env.

Virtual ECU Builder

Systematically derived “higher 

maturity” Vehicle compute 

architecture → Basic 

Specification for Virtual Car & 

Virtual ECU Instantiations
Higher Fidelity Vehicle 

Network Simulations with 

Application SW & partial 

stacks → Increased maturity 

of single Device specifications

Challenge with higher granularity simulations, 

real implementation Data & Feedback

→ Increased fidelity and maturity of Analysis

Challenge 

assumptions about 

chain of effect 

behavior in vehicle

→ Increased 

functional quality & 

performance

December 6, 2023
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Automated Architecture Evaluation, Analysis & Synthesis
Correct-by-Design Multi-criteria Design Space Exploration

December 6, 2023Maged Khalil © Continental AG 53

• Large vehicle models possible thanks to

scalable Ref. Arch. & method/tool support

• No pre-defined architecture necessary!

• 100+ Groupable/Reusable Criteria

• Valid Solutions in Mins ~ Hours

• Solutions are mathematically correct

→ No additional V&V required

• Design Rationale part of results
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Looking to the future..

December 6, 2023
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Some take-aways..

Maged Khalil © Continental AG 55

Mindset & Organizational Change

› A Town planner who never visits the construction site can’t do his job properly

› A Pioneer must accept some basic rules. Emergence is NOT synonymous with Anarchy.

Why am I Modeling? And when am I done?

› What questions exactly should my Model answer? And for whom?

Balancing Architecture Models vs. Emergence 

› Interface-/API-First! Improved communication between Pioneers and Town Planners

› Defining guidelines for Macro Architecture (rules and guidelines) vs. Micro Architecture (freedom of implementation design)

› Follow standards and provide highly efficient tooling (integrated development, testing, validation, documentation and governance)

Create working feedback loop from Pioneer to Town Planner

› Use MBSE to capture System understanding and perform early Systems Architecture analysis and design validation

› Leveraging Cloud-hosted “SW in the Digital Twin Simulation Loop” to close gap and increase early systems design assumptions 

validation maturity with real implementation information

December 6, 2023
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What comes next..

Maged Khalil © Continental AG 56

API first for Systems (Interface-first)

› Semantically relevant ye decoupled interfaces

Ontological Modeling

› How to collaborate non-restrictively across domain eco-systems (of systems)

Large scale x-domain Digital Twins

› Extreme Importance of ModelOps → Increasingly complex systems in operation

› No Framework-for-everything → Model Federation & Interoperability!

› Exploring / guaranteeing dynamic configurations

› Reduce uncertainty and (re)certification efforts

Minimum Viable Architectures

› Balancing Architecture Models vs. Emergence 

› In conjunction with Low-/No-Code & Gen AI

December 6, 2023
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In case you’re interested..
Publications related to our DSE approach

December 6, 2023Maged Khalil © Continental AG 57

› 2017: Eder, Zverlov, Voss, Khalil, and Ipatiov. Bringing DSE to life: exploring the 

design space of an industrial automotive use case. 20th IEEE/ACM MODELS 

Conference.

› 2018: Eder, Bayha, Voss, Ipatiov, and Khalil. From deployment to platform 

exploration: automatic synthesis of distributed automotive hardware architectures. 

21st IEEE/ACM MODELS Conference.

› 2020: Eder, Bayha, Voss, Ipatiov, and Khalil. Expanding deployment to platform 

exploration: automatic synthesis of distributed automotive hardware architectures. 

SOSYM. Journal of Software and Systems Modeling.
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Thank you!

Please reach out:
https://www.linkedin.com/in/magedkhalil/
maged.khalil@continental.com

Maged Khalil © Continental AG 58December 6, 2023
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